Account access
authentication
The step-by-step process
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Important first step
Security
Operations
Center

• Setting up your custody account access is
vital and needs to be completed prior to your
migration.
• We’ll monitor the authentication progress. If
you’ve not authenticated, your Relationship
Manager will reach out to you based on the
contact information we have on file.
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• 130 full-time
security staff
• Staffed 24/7/365
• Monitors our
network and
infrastructure
Your account
activation process
will be monitored
by this team.

Multiple roles with
®
Principal
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Multiple roles with Principal® accounts
Important

• If you already have another role associated
with Principal (tied to another product), you’ll
use the same username and password that
you use today.
• This means one single username and
password for all your Principal web
experiences.
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To reset your
username and/or
password, call
1-877-475-3436,
option 1.

I have a Principal® username and password

You have more than one role associated with
your Principal account.
How would you like to proceed today?

v

Continue to my personal account
Continue as an employer
Continue to my custody solutions account

For illustrative purposes only.
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Starting Jan. 18, when you
log in with your Principal
username and password
you use today, you’ll simply
see the custody solutions
account role option, in
addition to your existing login
roles/products.

I have a Principal® username and password

If you select the custody
solutions account prior to
migration, this is the screen
you’ll see.

For illustrative purposes only.
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Your custody solutions
account data doesn’t migrate
to Principal® Custody
Solutions until Feb. 22 so
there is no data for you to
view.

Email addresses and login
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Principal matches existing accounts by email address
One email address
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Multiple email addresses

If you use one email address for your
trust and custody account(s), as well
as your other Principal product(s),

If you use multiple email addresses,
one for your trust and custody
account(s) and a different one for
your other Principal product(s),

you don’t need to go through the
online account access process.

you will need to go through the
online account access process.

Take note: sharing a username and password
Sharing username and password
If you currently share a username and
password with a team member(s),
contact your Relationship Manager
to get set up to receive your own
online account authentication
email.
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Step by step process
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Getting started

• Watch for an email from Principal on Jan. 18. If you don’t
receive the Jan. 18 email, reach out to your Relationship Manager.
• If you’ve not authenticated, your Relationship Manager will
reach out to you (based on the contact information we have on
file).
• We’re migrating the account access you currently have, so when
you log in on Feb. 22, you’ll have access to the same accounts,
features, and functions you do today.
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Account set-up email from Principal

The account set-up email will come from one of the following
email addresses:
webrequest@exchange.principal.com
theprincipalfinancialgroup@exchange.principal.com
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Account set-up email
• The link is specific to you
and your account set-up.
• Click on the link within 72
hours to begin the
account set up process.

Tues. 01/18, 11:45 AM
Doe, Jane

877-475-3436.

877-475-3436

We recommend using a computer, rather than a
mobile device to activate your account.

• If you click on the link
after the 72-hour
window, you’ll receive a
message indicating
Principal will reset the
process by sending you a
new email within a few
days.
• Call 877-475-3436 for
help, option 1, then
option 2 for Principal®
Custody Solutions’
assistance.

For illustrative purposes only.
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Set your username and
password
Key requirements for your
username and password.
•

Username
o 8-32 characters
o At least 2 numbers
o No special
characters/spaces

•

Password
o 8-32 characters
o Must have 1
number, 1 letter,
and no spaces
o Case sensitive
o Can’t be the same
as your username

Set Your Username and Password
Your username must be 8-32 characters, include at least 2 numbers,
and no special characters or spaces.
Username

Your password must be 8-32 characters, include at least 1 number, 1 letter,
and no spaces. It can’t be the same as your username, and it is case sensitive.
Password

Confirm Password

Submit
Submit

For illustrative purposes only.
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Set your customer
service questions
•

An additional security
measure to help protect
your trust and custody
account information.

•

Three default questions

Set Your Customer Service Questions
o What was your high
school mascot?

Your Customer Service security questions and answer are an additional
security measure we use to help protect account information.
Question 1

o What street did you
grow up on?

What was your high school mascot?
Answer

o What was the
model of your first
car?

Question 2
What street did you grow up on?
Answer
Question 3
What was the model of your first car?
Answer

Submit

•

After the account has
migrated, you can
change the security
questions.
For illustrative purposes only.
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Your account activated
•

Once the questions are
answered, you’ll receive
confirmation that your
account has been set
up.

•

The username you
created earlier will
display on this screen.

Account Activated
Success! You have created your new Principal account.
Your Username is: Smith12345
Log in

For illustrative purposes only.
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Last step: two-factor
authentication (required)
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Last step: two-factor
authentication

Set up 2-factor authentication
Choose one or more of the following options
Set up an authenticator app (most secure)

What’s this?

Choose your preferred
method of receiving twofactor authentication:
• Authenticator app
• Text message
• Voice call
For text messaging and
voice call, follow the
prompts you receive.

Set up text messaging
Set up voice call

Continue

For illustrative purposes only.
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1

Set up an authenticator app
The next steps walk
through using an
authenticator app.

Set up an authenticator app
Step 1 of 2
Download an authenticator app, or open one if you already have it. The
following apps are compatible with Principal—but others might work as well.

Available for mobile:
Microsoft Authenticator
Google Authenticator
Authy
LastPass Authenticator

Go back

Available for desktop:
Authy

Continue

Step 1
Download an authenticator
app for either your mobile
device or your desktop. If
you already use one, open
it.
For mobile applications,
we’ve found that Microsoft,
Google, Authy, and
LastPass authenticators
are compatible with
Principal, but others might
work as well.
For desktop applications,
use Authy.
For illustrative purposes only.
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2

Enter the code
Step 2
From your desktop,
manually enter the 16-digit
code shown.

Set up an authenticator app
Step 2 of 2
Follow the setup instructions on your app. When prompted, scan the image
below or enter the 16-digit code.

OR
From your mobile device,
scan the QR image.

If you’re using an app on a desktop computer, you’ll need to manually enter
the code above

Go back

Continue

For illustrative purposes only.
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3

Confirm your authenticator
app – Principal code
Step 3
Confirm your authenticator
app by opening the app to
find your Principal code.

Let’s confirm your authenticator app
Open the app to find your Principal code

Go back

Continue

For illustrative purposes only.
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4

Back-up codes
•

You’ll receive a list of 10
backup codes to use if
you lose access to your
device, such as losing
your cell phone.

•

Store these codes
somewhere safe.

•

If you lose these codes,
call us at 1-877-4753436, option 1.

•

You will no longer need
your key fob to access
your account.

Last step! Keep these backup codes somewhere safe.
If you lose access to your device, you can use them to access your account.
Each code can only be used once.

8182 0926

3943 0263

4051 7108

3403 8400

3626 8149

4748 3703

7205 7533

7684 0840

7182 0106

7943 5116

Close

Download

For illustrative purposes only.
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Account set-up complete

Once you’ve completed the
steps, the account set-up
process is complete, and
you’ll be redirected to this
welcome page.
As a reminder, your custody
solutions account data
doesn’t migrate to Principal®
Custody Solutions until Feb.
22 so there is no data for you
to view.
For illustrative purposes only.
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If you find you need help during this process, please call
1-877-475-3436, option 1, then option 2 for Principal®
Custody Solutions’ assistance or reach out to your
Relationship Manager.
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Disclosures
The subject matter in this communication is educational only and provided with the understanding that Principal® is not rendering legal, accounting, investment or tax advice.
You should consult with appropriate counsel, financial professionals or other advisors on all matters pertaining to legal, tax, investment or accounting obligations, and
requirements.
Principal Global Advisors is a specialized investment management group within Principal Global Investors®. Principal Global Investors leads global asset management at
Principal®.
Custody and trust services are provided by Principal Bank®, Member FDIC, and/or Principal Trust Company®. These services are provided under the trade name Principal® Custody
Solutions, a division of Principal Bank. Principal Trust Company is a trade name of Delaware Charter Guarantee & Trust Company.
When Principal Custody Solutions is providing investment management services, Principal® Custody Solutions serves as the investment manager or discretionary trustee but
leverages the investment expertise of Principal Global Advisors. Customers may also contract directly with Principal Global Advisors for investment management services. In
those instances, Principal® Custody Solutions serves solely in a custodial or trustee capacity. Please refer to your underlying service agreements for details.
Principal Financial Group closed the acquisition of certain assets of the Wells Fargo Institutional Retirement and Trust business (IRT) on July 1, 2019. The transition, transfer, and
integration of IRT business operations, employees, and clients is scheduled to occur by March 2022. During the transition period, Wells Fargo Bank, N.A., a bank affiliate of Wells
Fargo & Company, will continue to operate and service the IRT business for the benefit of Principal®, including providing recordkeeping, trustee, and/or custody services. Wells
Fargo has not reviewed the content of the attached material and makes no judgment of its accuracy.
PricewaterhouseCoopers is not affiliated with any member of the Principal Financial Group.
SEI Investments Company (“SEI”) is not affiliated with any member of the Principal Financial Group.
Principal Global Investors, Principal Bank, and Principal Trust Company are members of the Principal Financial Group®, Des Moines, Iowa 50392. Principal Financial Group® and
the Principal logo design are registered trademarks of Principal Financial Services, Inc., a Principal Financial Group company, in the United States and are trademarks and service
marks of Principal Financial Services, Inc., in various countries around the world.

Investment and Insurance products are:
• Not Insured by the FDIC or Any Federal Government Agency
• Not a Deposit or Other Obligation of, or Guaranteed by, Principal Bank or Any Bank
Affiliate
• Subject to Investment Risks, Including Possible Loss of the Principal Amount Invested
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